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1. AHHOTALIUA

[TpodeccuonanpHbIii MOJYJb [1M.02 Opranuzanus CETEBOI0
aAMUHUCTPHUPOBAHUS OTHOCHUTCS K MPOPECCHOHATHPHOMY ITUKITY TIPO(hecCHOHATBEHOM
MOATOTOBKM MO MNPOrpaMM€ MOJTOTOBKM CIELHAIMCTOB CPEAHEr0 3BEHa (Jajee
[IICC3) cnemnmanbroctu 09.02.06 CeTeBoe ¥ CUCTEMHOE aIMUHUCTPUPOBAHHUE.

C uenpio OBNaICHUsS YKa3aHHBIM BHJIOM MPO(PECCUOHAIBHON JEATEIbHOCTH U
COOTBETCTBYIOIIUMH TMPOGECCUOHANBHBIMU KOMIIETCHIIMSIMU  CTYIEHT B XOJ€
OCBOCHHUS MPO(HECCUOHATBHOTO MOJTYJIS TOJIKEH:

UMETh MPAKTUYECKUHN OIBIT:

- YCTaHOBKHM, HACTPOMKH U COIPOBOXKICHUSA, KOHTPOJIS MCIIOIb30BaHUS
cepBepa v pabouyuX CTaHIMM 17151 6e30macHoM nepegaur HHPOpMalvu.

O6mmit o0beM y4deOHOW Harpy3ku 10 TPO(PECCHOHATEHOMY MOIYIIIO
coctapisieT /66 dacoB, Harpy3ka BO B3aMMOJCHCTBHH C IpenojaBareieM
cocrtapisieT 424 yaca, caMOCTOSTeNNbHOM paboThl — 72 yaca.

Conepxanue MpoPecCHOHAIBHOIO MOJYJIS BKIIOYAET WM3YUYEHUE CIEAYIOLIUX
pa3zenos:

M/K.02.01 AAMUHUCTPUPOBAHUE CETEBBIX ONEPALIMOHHBIX CUCTEM.

Tema 1. YcranoBka u Hactpoiika Windows Server 2012 R2.

Tema 2. AnmunuctpupoBanre Windows Server 2012 R2.

Tema 3. OcHoBBI Linux.

MJIK.02.02 IIporpamMmmHOe obecrieueHrne KOMITbIOTEPHBIX CETEH.

Tewma 1. [IpoexTupoBanue u peaansanus cepBepHOl HHPPACTPYKTYPHI.

Tema 2. Peanuzarus poABUHYTOM cepBEpHON HHOPACTPYKTYPHI.

M/JK.02.03 Opranuzanust aAIMUHUCTPUPOBAHUS KOMITBIOTEPHBIX CHCTEM.

Tema 1. [TpoexTupoBaHue U peanusanus cepBepHON UHPPACTPYKTYPHI.

Tema 2. Peanuzaius npoABUHYTOM cepBEpHON HHPPACTPYKTYPHI.

Tekyuuii KOHTPOJIb MPOBOAUTCS B (POPME OILEHKH TECTUPOBAHMUSI, PEIICHUS
CUTYaIlMOHHBIX 3a]1a4 ¥ BBITIOJIHEHUS MPAKTUYECKUX PadoT.

dopMa MPOMEKYTOUHOW arTecTaluu — JU(PEepeHIMPOBAHHBIN  3ayer,
KBaJTu(UKAIIMOHHBINA SK3aMEH.



2. OBLIAS XAPAKTEPUCTUKA IMTPO®ECCHUHOHAJIBHOT'O MOAYJIsA
2.1. Mecto npogeccHoOHATBLHOr0 MOIYJISA B CTPYKTYPe NPOrpaMMbl NOAT0TOBKHU
CIEeNMAJINCTOB  CpeAHero 3BeHa: mpodeccuoHanpHbBld  Momyias  [IM.02
Opranu3zaiusi CeTeBOr0 aJAMHHHUCTPHUPOBAHUS OTHOCUTCS K MPOGECCHOHATHLHOMY
y4eOHOMY LUKy NpOo(GeCcCHOHATBHOW TMOATOTOBKH MPOrpaMMBbl  TOJATOTOBKHU
CIEIUATNCTOB CPEAHET0 3BE€HA MO CIENUAIBbHOCTH CPEAHEro MPOeCcCHOHAIBHOIO
oOpazoBanus 09.02.06 CetreBoe U CUCTEMHOE aIMUHUCTPUPOBAHUE.

2.2. leap W I1UIaHHpPYeMble Ppe3yJabTAThl OCBOEHUSI TNPOoGecCHOHATBHOIO
MOLYJIsl

B pesynbrate u3ydeHuss npodecCHOHAIBHOIO MOAYJs OOydJarouiuiicss JO0JKeH
OCBOMUTH BHUJ JAesaTelbHOCTU: OpraHuzanus CETEBOTO aJMUHUCTPUPOBAHUS U
COOTBETCTBYIOIHE eMy TPO(eCcCHOHATbHBIE KOMIIETEHITUH:

Kon HanmMeHnoBanue pesynbTaTa 00ydeHus

B/l OpraHn3zanusi CETEBOro aAMUHUCTPUPOBAHMUSL.

IIK 2.1 AI[MI/IHHCTpI/IpOBaTI) JIOKAJIBHBIC BBbIYHMCIHUTCIIBHBIC CCTH W IIPUHHMATb
MCPBI 110 YCTPAHCHUIO BO3MOKHBIX cOoeB.

I1K 2.2 | AMUHUCTpHUPOBATH CETEBBIE PECYPChI B UHPOPMAITMOHHBIX CUCTEMAX.

IIK 2.3 | O6ecnieunBarh CcOOp JaHHBIX JUISI aHAjdW3a  KCIOJIB30BaHHUS U
(GYHKIIMOHUPOBAHUS MPOTPAMMHO-TEXHHUECKUX CPEICTB KOMITBIOTEPHBIX
CeTeH.

[1IK 2.4 | B3aumoielicTBOBaTh CO CHEHHATUCTAMH CMEXKHOTO TMPOPMIA MpH
pa3pabOTKe METOAOB, CPEACTB W TEXHOJIOTMI MPUMEHEHUs OOBEKTOB
PO ECCHOHAIEHOM ESITEIbHOCTH.

OcBoenne MPOQPECCHOHATILHOTO MOAYJS HAIMpaBJIC€HO HAa pa3BUTHE OOIIUX
KOMIICTCHIMN:

Kon HanmMeHnoBaHue pe3ynbTaTa 00ydeHHUs

OK.01 | Beibupats ciocoObl perieHus 3afad MpohecCHOHATBFHON eATEIbHOCTH,
MPUMEHUTENBHO K Pa3JIMYHBIM KOHTEKCTaM.

OK.02 | OcymiecTBiaATh TMOWCK, aHAIW3 ¢ HUHTEPIpeTanuo  HHPOpMaIuH,
HEOOXOIMMOM JIJIsl BHITIOJTHEHUS 3a71a4 Npo(ecCuoHaIbHON AeSTEIbHOCTH.

OK.03 | IlnmanupoBaTh W peaqU30BBIBATH COOCTBEHHOE MNPO(ECCUOHANBHOE U
JMYHOCTHOE Pa3BUTHE.

OK.04 | PaboTraTh B KOJUIEKTHBE W KOMaHje, dPGEKTHBHO B3aUMOJCHCTBOBATH C
KOJUIETaMHU, PYKOBOJICTBOM, KJITUEHTaAMHU.

OK.05 | OcymuiecTBiaATh  YCTHYIO W NHCbMEHHYIO  KOMMYHHKAaIUIO  Ha
rOCYyJapCTBEHHOM $I3bIKE C YYE€TOM OCOOEHHOCTeH COIHMaIbHOIO H
KYJIbTYPHOTO KOHTEKCTA.

OK.06 | IIposiBiATh TIpa’kJaHCKO-NMATPUOTUYECKYIO TMO3UIMIO, JAEMOHCTPUPOBATH
OCO3HAaHHOE IIOBEJECHHE HAa OCHOBE TPAJMULIMOHHBIX OOIIEYETIOBEYECKUX
LIEHHOCTEW, MPUMEHSATh CTAHIAPThl aHTUKOPPYIIIMOHHOTO MTOBEICHMUS.

OK.07 | CoxmeiicTBOBaTh COXPAHEHHUIO OKPYKAIOIICH Cpebl, peCypCcoCOEPEKEHHUIO,




3¢ (EeKTUBHO AEMCTBOBAThH B UPE3BBIYAMHBIX CUTYAIIHAX.

OK.08 | cnonbs3oBaTh cpeactBa (U3WYECKOM KyJIbTypbl Ui COXPaHEHUS W
YKpEIUICHHUs 3/I0POBbsl B Tpolecce MpOPecCHOHAIFHON NEATEIBHOCTH U
NOJIepKaHUsl HEOOXOIMMOT0 YPOBHSI (DU3NYECKOW OATOTOBICHHOCTH.

OK.09 | Mcnonw3oBath HWHGOPMAIIMOHHBIE TEXHOJIOTUU B MpodhecCHOHATbHON
JCSTEIHOCTH.

OK.10 | ITonp3oBatbes mpodeccuoHaIbHOM TOKyMEHTAlMel Ha TOCYAapCTBEHHOM
Y NHOCTPAHHOM SI3bIKaX.

OK.11 | Wcnonws3oBaTh 3HaHUS 1O (PMHAHCOBOM T'PaMOTHOCTH, IUIAHUPOBATH
MIPEANPUHUMATEIECKYIO IEATEIILHOCTh B TPO(ecCHoHanbHOM cdepe.

Pe3yabTaThl 00y4yeHusi (3HAHHMS, YMEHHUS, IPAKTHYECKHUI ONBIT)
B pesynbTaTe ocBoeHus nmpodecCHOHANTBHOTO MO 00YYaIOIUNACS TOJKEH:

UMETH — YCTAaHOBKH, HAacTpOMKM U  CONPOBOXKICHMS,  KOHTPOJISA
MPAKTUYCCKUI | HCTIOJIb30BAHKUS CepBepa M PadoYMX CTaHIMH JUIs Oe30MacHOi
OTIBIT nepeaayy HHGOpPMaIHH.

YMCThb — IIPOCKTHUPOBATH JIOKAJIbHYTO CCTh, BBI6I/IpaTB CCTCBBIC
TOITIOJIOTHH,
— HCIIOJIB30BAaThb MHOI‘O(l)YHKHI/IOHaHBHLIG HpI/I60pI>I

MOHHUTOPHHI'A, IIPOIrpaMMHO-AIIIIaPaTHBIC CPCACTBA TCXHHYCCKOI'O
KOHTPOJIA JIOKAJbHOM CETH.

3HaTh — 00mme NPUHLMIB TOCTPOCHUSI CETEH, CETEBBIX TOIOJOTHM,
MHoOrocioHoi wmojenu OSI, TpeOoBaHUMN K KOMIIBIOTEPHBIM
CEeTSM;

— APXWUTEKTYpy MPOTOKOJOB, CTAaHAAPTU3ALMU CETEH, ITAIOB
MIPOCKTUPOBAHUS CETEBON UHPPACTPYKTYPHI;

— 0a30BbI€ MPOTOKOJIBI M TEXHOJIOTHH JIOKAJILHBIX CETEH;

— NOPUHLMIBI TOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEH;
— CTa”HAapThl KaOesed, OCHOBHBIE BUJIBI KOMMYHUKAIMOHHBIX
YCTPOMCTB, TEPMHUHOB, IIOHATHUM, CTAaHJAPTOB W  THUIIOBBIX
AJIEMEHTOB CTPYKTYPUPOBAHHOMN KaOEIbHON CHCTEMBI.

2.3. KotnyecTBO 4acoB, 0TBOMMOE HA OCBOEHHE MPO(eCCHOHAIBLHOI0 MOIYJIS:
Bcero gyacos — 766 yacoB, B TOM YHCIIE:
Ha ocBoeHrne MJIK - 496 gacos, BKItoJas:
00s3aTeIbHON ayAUTOPHON yueOHOM Harpy3ku oOy4aromierocsi—424 yaca;
CaMOCTOSITeNIbHOM paboThl 0OyUarolierocs— /2 Jaca;
Ha TIPAKTUKH:
yueOnyro — 108 vacos;
MIPOU3BOACTBEHHYIO —144 yaca.




3. CTPYKTYPA U COAEP KAHUE NTPO®ECCHUOHAJIBHOI'O MOAVYJIS IIM.02 OPTAHU3ALIUA CETEBOT'O

AIMHUHHUCTPUPOBAHUA
3.1. TemaTuyecknii mjiaH npoghecCHOHAIBHOT0 MOAYJIsA
O0beM BpeMeHH, OTBeIeHHBIIl HA 0CBOEHHE MeKTUCIHILIMHAPHOI0 Kypca IpaxTuka
(xypcoB)
O6s13aTesibHAas ayIUTOPHAS yueOHasi HArpy3Ka
Kox oGyuaromerocs ;E 5 |z § §
npodeccHOHAIBHBIX HaumeHoBauus pasiesios Bcero o v g =2 E 2 z =) =
1 06mmx Npo(ecCHOHATLHOT0 MOLY.IsI 4acoB % g | o € = |E5E58 58 E,CE £8 |28
. S S &2 a 2l |8C€SBEE| ¥o g 2 @ 2
KOMIIeTeHIIHH Bcero, |reopermueck| F E gl EE Q| % & % SIER&sF 7| L@ o S
4acos oe EEf 3¢ z22¢s|8 £ |E |5 ~ 2
< ™ .8 %) 8 5 < % =< o =
= & =9 &} = S
= = > [="
7 =
1 2 3 4 5 6 7 8 9 10 11 12 13
[K2.1-1TIK24 | MJIK.02.01 252 220 112 - 108 - 32 - -
OK.01-OK.11 | AxmuBMCTpHpOBaHUE
CETEBBIX OIEPaIMOHHBIX
CUCTEM
MK 2.1-TIK 2.4 | MJIK.02.02 TTporpammuOe 120 94 46 8 40 - 26 - -
OK.01-OK.11 o0ecrieueHue
KOMITBIOTEPHBIX CETEN
TIK 2.1 - 1IK 2.4 | MJIK.02.03 Oprasusamus 124 110 66 8 36 14 (3105 ¢ 414:
OK.01-OK.11 aJMUHUCTPUPOBAHUS HeA ten)
KOMITHIOTEPHBIX CUCTEM
IIK 2.1 -TIK 2.4 |YueOHas mpakTHKa 108 - - - - - - - -
OK.01-OK.11
TIK 2.1 - TIK 2.4 |IIpow3BoacTBeHHAs MPAaKTHKA 144 - - - - - - - -
OK.01-OK.11
Ok3aMeH (KBaTM(pHUKAIMOHHBIN ) 18 - - - - - - - 18
Bcero: 766 424 224 16 184 - 72 - |18 108 144




3.2. TeMaTH4yeCcKHil IVIaH U coaepkaHue npodeccuonaabHoro moaydas IIM.02 Opranusanusi CeTeBoro aAMMHUCTPHPOBAHNS

Koanl
HaumeHoBaHue pa3eioB KOMIIeTeH Ui,
Hpo;}:)‘;c;ﬁzlz;ﬁ;om Copaeprxxanue yueOHOIro MaTepuaJa, jabopaTropHblie padoThl M NpaKTHYecKue 3aHATHA, | O0bem ‘l)OPIZ’::’;[:)(I’)i?;mm
caMocCTosiTeJIbHAsI padoTa 00yyalIumMxcs, KypcoBasi padora (IpoekT) 4acoB
MeKIMCHUTIHHAPHBIX CIocodcTBYeT
kypcoB (M/IK) u Trem 3JIeMeHT y4eOHoi
AUCHUILIHHBI
1 2 3 4
IIM.02 Opranu3anus ceTeBoro aAMMHUCTPUPOBAHMNS.
MJIK.02.01 AAMUHHCTPHPOBAaHNE CeTEBBIX ONMEPANMOHHBIX CHCTEM. 252
Tema 1. ¥YcranoBka mu|ConepxaHue y4eOHOr0 MaTrepuasa 36 K 2.1
HACTpoiika Windows|1-2 |O630p Windows Server 2012R2. VYcranoBka Windows Server 2012R2. Hacrtpoiika K 2.2
Server 2012 R2. Windows Server 2012R2 nocne ycranoku. O630p 3aaa4 no ynpasiaeruto Windows Server K 2.3
2012R2. Beenenue B Windows PowerShell. K 2.4
3 Beenenne B AD DS. O630p ¢yHKIMII KOHTposiepa JoMeHa. YCTaHOBKa KOHTpOJUIepa OK.01-OK.11
JIOMEHaA.
4-5 |YmpaBieHHe y4eTHbIMU 3alMCSIMHU IOJIb30BaTeNlell. YIpaBieHue rpymnmnaMu. YIpaBieHHue
YUETHBIMH 3aIHCIMHU KOMITBIOTEPOB. JlenernpoBanne aIMUHACTPATUBHBIX 3a]1a4.
6-7 |Mcnonb3oBaHME CPEACTB KOMAHIHOM CTpOKM Ui anMuHucTpupoBanuss AD DS.
UcnonszoBanne Windows PowerShell ans agmunuctpuposanuss AD DS. [Ipoussenenue
MHOKECTBEHHBIX onepaiuii ¢ ucrnosupzoBanrneM Windows PowerShell.
8 VYcranoska ponu DHCP cepsep. Hactpoiika DHCP oGnacteit. YnpaBnenue 0a3oii TaHHBIX
DHCP. 3amura u mouuropunr DHCP.
9 ITponecc paspemienus umern B Windows. YcranoBka cepepa DNS. Ynpaienue 3oHamMu
DNS.
10 |O630p MeTO/IOB XpaHEHMs AAHHBIX. YTpaBICHUE TUCKAaMH W ToMaMmHu. Vcronb3oBaHHe
MIPOCTPAHCTB XPAHEHUSI.
11 |3ammra ¢aiinoB U manok. 3amuTa Harnok cpeicTBaMHU TeHEBOTro KonuposaHus. Hactpoiika
Pabouux manok. Hactpolika ceTeBoil nmeyatu.
12 |O630p rpynmnoBoil monuTHUkH. OOpaboTKa TPYNNOBBIX MNOMUTHUK. [IpumeHeHue

HCHTPAJINM30BAHHOT'O XpaHWJINIIA A)IMI/IHI/ICTpaTI/IBHI)IX 11a0JI0HOB.




13- |OG30p Oe3omacHocTH omeparmoHHbIXx cucteM Windows. Hacrpoiika mapameTpoB
14 |6e3omacHoctu. Orpanumdenune npukiaanoro [10. Hactpoiika Opanamayspa Windows c
pacmpeHHON 0€301acHOCTHIO.

15 |O630p Texnonoruii Bupryanusaiuu. llpumenenune Hyper-V. YmpaBneHue XpaHUIHILEM
BUPTYAJIbHBIX MAIIUH. YTIPaBICHUE BUPTYAJIbHBIMU CETSIMH.

CamocrtosiTeibHasA padoTa 00y4YaommMXxcst

CucrtemaTudeckass mpopadOTKa KOHCIIEKTOB 3aHSATHM, y4eOHOH M CHEIMATbHOM TEXHUYECKOM
autepatypel. KoHcnekTupoBaHue TekcTa, paboTa CcO CJIOBapsAMU M  CIPAaBOYHHUKAMH,
03HAKOMJICHHE C HOPMATUBHBIMU TOKYMEHTaMH, yueOHO-UCCIIeI0BaTeNbCcKasi padoTa Mpu caMoM
HIMPOKOM Hcronb3oBaHuu WHTepHera u napyrux IT-texnomoruii. IloaroroBka cooOuieHuil k
BBICTYIUICHHIO Ha CEMUHapax U KoH(depeHIHsIX; MOAroToBKa pedepaTos, noknaaoB. [loaroroska
K J17a0OpaTOPHBIM U MPAKTUYECKUM paboTaM ¢ MCHOJIb30BAHUEM METOAMYECKHX PEKOMEHIAINi
npenogasarens, opopMICHHE J1aDOPATOPHO-TIPAKTUUYECKUX PAOOT, OTUETOB M MOATOTOBKA K HUX
3aluTe.

10

Tema 2.
AJIMUHUCTpPUPOBAHKE
Windows Server 2012 R2

Coaep:xanue yueOHOro MaTepuaJia

1 Hactpoiika cepsepnoii ponu DNS. Hacrpoiika 301 DNS. Hactpoiika nepegauun 30061 DNS.
VYnpasienue ciayx060it DNS u ycTpaHeHue HenoJaok.

2 O630p AD DS. Hcnonp3oBaHMe BUPTYaJU3UPOBAHHBIX KOHTPOJUIEPOB  JIOMEHA.
[IpuMeHeHHe KOHTPOJIJIEPOB JIOMEHa ¢ JocTynmoM Toibko Ha ureHue (RODC).
Anmunuctpuposanue AD DS. Yipasnenue 6a3oii nanasix AD DS.

3 Hactpoiika [lonutuku maposneit u Ilonutuku OnokupoBku ydeTHoM 3amucu. Hactpoiika
VYnpasisieMoil ciayxe0HON y4eTHOM 3anucu.

4 O630p I'pynnoBoii nmonuTuku. BHeapenue u agMuUHHCTpUpOBaHUE ['pyNNOBBIX MOJMUTHK.
OO6nacte neiicTBUs U NOPsIOK 00paboTKU ['pyNIoBBIX MOJUTHK. YCTpaHEHUE HEIOJIAJ0K
IIPUMEHEHHUs [ pyNIIOBBIX MOJUTHK.

5 [IpumeHnenne AJIMHMHUCTPAaTHBHBIX IabgoHOB. HacTpoiika NHpUMEHEHUs CKPHUITOB U
nepeHanpasieHuss namok. Hacrtpolika mnpeamouytreHudt B ['pynmoBoil  MOJMTHKE.
VYnpasieHue nporpaMMHbIM obecriedeHrneM yepes [ pynnoBylo NOJIUTHKY.

6-7 |YcranoBka m Hactpoiika ponmu CepBep CereBoit monutuku. HacTpoiika KIMEHTOB H
cepepoB RADIUS. Metonsl mpoBepkd NOMIMHHOCTU cepBepa (CeTeBoil MOJUTUKH.
MoHuTOpUHT 1 ycTpaHeHue Henonagaok posin CepBep CeTeBOM MOTUTHKHU.

8 .00630p 3ammTsl goctyna Kk cetd (NAP). O630p npouecca npuMeHeHHs 3alUThl JOCTYMa K
cetu. Hacrtpoiika NAP. Hactpoiika npumenenuss NAP uepe3 npunyautensHbeie [PSec
B3auUMOJEeICTBUS. MOHUTOPHHT U yCcTpaHeHue Henoaanok NAP

36

K 2.1
K 2.2
K 2.3
K 2.4
OK.01-OK.11




9-10 |O630p TEXHOJOTHHM YAAJICHHOTO JoCTyna. BHeapenue texHosoruu DirectAccess ¢
IIOMOILBI0 MacTepa HayaJIbHOW HACTPOMKHM. BHenpeHuwe M yIlpasieHHE paclIMpEeHHOU
nndpactpykrypoit DirectAccess. Buenpenue VPN. Baenpenue Web Application Proxy.

11- |O630p mucmerdepa pecypcos (aiimoBoro cepsepa — FSRM. Ucnons3oBanue FSRM s
12 |ympaBnenus kBoTamu, (aillIOBBIM HKpPaHUPOBAHMEM U OTYETAMHU [0 HCIOJIB30BaHUIO
xpanunuia. [Ipumenenne knaccudukanuu ¢GailioB M 3a4ad MO yrnpaBlieHUIO (aiinamu.
O630p pacnpenenenHoi ¢aitnoBori cucrembl DFS.  Hacrtpolika HMEHOBaHHOTO
npoctpanctBa DFS. HacTtpoiika u yctpaneHue Henonanok pemukanun DFS.

13 |lludpoanue pauckoB ¢ wucnonb3zoBanueM BitLocker. IludpoBanue daitioB ¢
ucrnons3zoBanueM EFS. Hactpoiika pacimpenHoro ayaura.

14- |O630p cuyxObl pa3BepThiBanus Windows. VYmpasinenue oOpasamu. [IpumeHenue
15 |pa3BepThIBaHUS C MOMOINBIO CIYXObl pa3BepTbiBanus Windows. AIMHHHUCTpUPOBAHHE
ciyxObl pazBepThiBanus Windows.

16 |O630p WSUS. Pa3sepreiBanne o0HOBIeHUH mocpeacTeom WSUS.

17 |CpencrBa MoHnuTopHHra. McnonabszoBanue MoHUTOpa MPOU3BOAUTEIBHOCTH. MOHUTOPHHT
KYPHAJIOB COOBITHH.

CamocrosiTesibHas padoTa 00y4YaroIuxcst

Cucrematudeckasi mpopabOTKa KOHCIEKTOB 3aHATHH, y4eOHOW U CHEelHMaTbHOW TEXHUYECKOU
mutepatypel. KoHcmekTupoBaHue TekcTa, paboTa Cco CIOBapsAMH U CIIPAaBOYHHKAMH,
03HAKOMJICHHE C HOPMATUBHBIMU JOKYMEHTaMH, yueOHO-HCCIIeIoBaTeNbcKasi padoTa Mpyu caMoM

HIMPOKOM HCIoOJb30BaHun MHTepHera m npyrux IT-texnomorwii. IlomroroBka cooOmenuit k| 10
BBICTYIIJICHHUIO Ha CEMUHapax U KOH(epeHLUsX; MOAroToBKa pedeparos, 1oknagoB. [lonroropka
K JIaDOpaTOpHBIM U MPAKTUYECKUM paboTaM C MCIOJb30BAHUEM METOJMYECKUX PEKOMEHIAINi
npenojaBarens, opopmieHrne 1a00paTOPHO-IIPAKTUYECKUX paboT, OTUETOB U MOATOTOBKA K MX
3alIuTe.
Tema 3. OcHoBbI Linux. Copnepxanue yueOHOIro MaTepuasa 40 K 2.1
1 3nakomcTBOo ¢ VMWare vSphere. K 2.2
2-3 | ®aitnossle cuctembl OC Linux. Co3naHue U pa3MeTKa ®KecTKOTo JIMCKa IK 2.3
4-5 |Bapuantsl ycraHoBKH. PesepsHoe kormupoBanue. Co3aHne CHUMKOB. Pa3MeTKa )KeCTKOTO IK 2.4
JIMICKA. OK.01-OK.11

6-7 |IIporoxon HTTP. Be6-cepep Nginx. O6paTHoe mpokcupoBanue B Nginx.

8 ITpotokom DNS

9 ITporoxos DHCP

10 |IIpotokon FTP. ®aitnosas cucrema NFS. daitnoBelii ceprep Samba.




11 |CYBJI MySQL. CYBJIl MongoDB

12 |Konteiinepsl Docker.Crioco0s! cBsi3u konTeitHepoB Docker.

13 |IIpoextupoBanue. Bpenenue. Ananus TpeboBanuii. Peanuzanus cuctemsl. CocTaBieHue
JOKYMCHTaIlUN

CamocrosiTesibHass padoTa 00y4aKIIUXCH

Cucrematudeckasi mpopabOTKa KOHCIEKTOB 3aHATHH, Y4eOHOW W CHEIHMATbHOW TEXHUYECKOU
autepatypel. KoHcnekTupoBaHue Tekcra, paboTra €O CIOBapsAMUH M CIPaBOYHUKAMH,
O3HAKOMJICHHE C HOPMATUBHBIMU JIOKYMEHTaMH, y4eOHO-HUCCIIeI0BaTENIbCKast paboTa Mpu caMmoM
MIUPOKOM Hcronb3oBanuu MutepHera u apyrux IT-texnonoruil. IToaroroBka cooOuieHuit k
BBICTYIJICHHIO Ha CEMUHapax M KOH(epeHIusX; moaAroToBka pedeparos, gokianos. [loaroroska
K J1JaOOpaTOPHBIM U NPAKTUYECKUM paboTaM € HUCHOJIb30BAHUEM METOAMYECKHX PEKOMEHAALUH
npenoasarens, ohopMiIeHrne 1a00paTOPHO-IIPAKTHYECKUX paboT, OTUYETOB M MOATOTOBKA K HX
3alluTe.

12

IlepeyeHnb J1a6OpPaTOPHBIX 3aHATHI

Hactpolika u ycrpanenue Henosaaok ciyk0sl DNS.

[Tonnepxka ADDS

anaBneHI/Ie I1OJIB30BAaTCIIBbCKUMHU U CJ'Iy)I(e6HBIMI/I YUYCTHBIMU 3al1TUCAMU

Buenpenue unppactpykTypsl I pynnoBbIX NOJIUTHK

YnpasieHne noiap30BaTeIbCKUM PadOYHM CTOJIOM uepe3 [ pynioByo NOTUTHKY

YcranoBka u Hactporika poiau Cepep CeTeBol NOJIUTHKU

HpI/IMeHeHI/Ie 3aIlIWUTEI JOCTYIIA K CCTH

Buenpenne texnonorun DirectAccess ¢ TOMOIIbIO MacTepa HauaIbHOW HACTPOMKHU

Pa3pepThiBaHMe pacuMpeHHON nHGpacTpyKTypsl DirectAccess

Brenpenne VPN

Buenpenne Web Application Proxy

Hactpoiika Kot u ¢aitnoBoro sxkpanupoBanusi B FSRM

[Ipumenenne DFS

Hacrpoiika mm@poBaHus 1 pacIIMpEeHHOTr0 ayauTa

Hcnonws3oBanne ciyx0b1 pazBepTeiBanuss Windows s pa3septeiBanust WindowsServer 2012

Buenpenne ynpaBneHuss 0OHOBICHUSIMU

Monurtopuar WindowsServer 2012

108




MJIK.02.02 IIporpammHoe o0ecnieyeHre KOMIIbIOTEPHBIX CeTeil.
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Tema 1. Peanusaus
KJIIMEHTCKOU

UHPPACTPYKTYPHI.

Coaep:xanue yueOHOTo MaTepHaJia

1

OO030p JKM3HEHHOTO IMKJIA KIMEHTCKHX KOMIBIOTEpoB mpeampuarus. OueHka
000pyZI0BaHUS M TOTOBHOCTH MH(PACTPYKTYpPHI K pa3BepThiBanuio kiaueHtckux OC. O630p
METONOB pa3BepThiBaHMs KimeHTckux OC B cpene opraHusanuu. TeXHOJIOTHH
JUIEH3UOHHOHN aKTHBALMU IS KIIMEHTCKUX KOMIIBIOTEPOB B opranu3anuu. [InanupoBanue
crpareruu pas3BepTbiBaHusi kiaueHTCkux OC. COop nmaHHBIX 00 HHOPACTPYKTYpE.
Peanmzanus penieHus JMIeH3NOHHON aKTHBAIINH.

O630p ¢opmaroB obOpaza Windows. OG30p cpenctB ympasieHus oOpazamu (Image
Management). OueHka Ou3Hec-TpeOOBAaHUI ISl TOAJNEPKKUA CTPATETUH YIPABICHUS
obOpazamu.

Peanuzanusi LeHTpalM30BaHHOrO pemieHuss 1o Oe3omacHoctH  kiaueHTckux  OC.
[TnanupoBanue u peanuzanus BitLocker. [lnanupoBanue u peanuszanusi mudpoBaHus C
nomouipto EFS. Hactpoiika 6e3zonmacHoctu kiaueHTckux OC ¢ MOMOILBIO TPYIIIOBOM
nonuthkd. Hactpotika mmdpoBanus aucka ¢ nomompio BitLocker. Peanuzanus pemenus
neHTpanu3zoBanHoro ympasieHuss EFS. Peanmuzamust pemeHust s BOCCTaHOBIICHUS
(haiinos, 3anuiieHHbIX EFS.

0630p Windows ADK. VYmpasnenue cpenoit mpemycrtanoBku Windows (Windows PE).
Co3nanne wucxogHoro obpasza c nomompbo Windows SIM u Sysprep. 3axBar u
o0cCiTyKMBaHUIO TaJIOHHOTO 0Opa3a. Hactpolika u ympaBieHue ciaykO00i pa3BepThIBAHUS
Windows (Windows Deployment Services). Hactpoiika Windows PE. VYcranoska
ATAJOHHOTO KOMIIbIOTEpa C TomMolblo ¢aina oTBeToB. OOpaboTka HSTaJIOHHOTO
KoMIIbloTepa ¢ nomouibio Sysprep. Co3nanue ¢aitna orBeToB ¢ nomoiso Windows SIM.
VYcraHoBKa ATAIOHHOTO KOMIIBIOTEpa ¢ TOMOIIbI0 (aitia oTBeToB. OOpaboTKa STaJOHHOTO
KOMIIbIOTEpa c MOMOIIBIO Sysprep. Services [TnanupoBanue Cpensl
WindowsDeploymentServices. YcranoBka u HacTpoiika cepBepHoit ponu WDS. 3axar
sTasioHHOro 06paza ¢ momombso WDS. Pa3BepTriBanue oOpasa ¢ nomoisio WDS

O0630p cnoco0OB MHTpaIlMK TOJIB30BATEILCKONW cpeapl. [lmaHupoBaHue MUTpanuu
MOJIb30BaTENbCKON cpefpl ¢ momouipto USMT. Murpanus cocTOsiHUSI MOJIb30BaTels C
nomompbio USMT. IlnmanupoBanue Murpauu TOJIb30BaTeNbCKON cpenbl. Co3naHue u
Hactpoiika XML-gaitnos USMT. COop [aHHBIX UM BOCCTAaHOBJIEHUS MNpoduis
nosib3oBareds ¢ nomousio USMT. BrinonHeHrne MUrpaium ¢ co3jaHueM *KECTKUX CChUIOK.
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6 [TnanupoBanue cpeast Lite Touch Installation. Peamuzanus MDT 2012 mis Lite Touch
Installation. Unterpauus cnyx6 passepreiBanuss Windows ¢ MDT. [lnanupoBaHue cpest
Lite Touch Installation. Ycranoska MDT 2012 1 HeoOX0auMBIX KOMIIOHEHTOB. Co3nanue
u Hactpoiika MDT 2012 Deployment Share. PazBepTriBanne u 3axBar o0pas3a 3TaJOHHOM
OC. Unrerpammus WDS ¢ MDT 2012 mys oGecrieuenus Bo3MokHocTel 3arpy3ku PXE.

7 [TnanupoBanue cpeapt Zero Touch Installation. TloaroroBka caifta misi pa3BepThIBaHHS
OC. INocTpoenue sTatoHHOTO 00pa3a Ha OCHOBE MocyenoBarensHocTH 3a1ad Configuration
Manager. Hcnonb3oBanue mnocnenoBarenbHoctd 3amad MDT  mia  passepreiBaHus
KJIMEHTCKUX 00pa3oB. IlmanupoBanue MHQPACTPYKTYpHI pa3BepTHIBAHMS ONEPALMOHHON
cucremsl. [logroroska cpeast Zero Touch Installation. HacTpoiika nmakeToB pa3BepThIBaHUS
u 00pa3oB cuctembl. [Toaroroska cpeanl Zero Touch Installation

8 O0630p cinyx0bl ynaneHHoro pabodero croia. I[lmanupoBanue cpenbl Remote Desktop
Services. Hactpoiika pa3BepTeiBaHMsI UHOPACTPYKTYpPhl BUPTYaIbHBIX pabOYMX CTOJIOB.
Hacrpoiika poctyma K KiIMeHTaM Ha oOcHoBe ceaHcoB (Session-Based Desktop).
Pacmmmpenue cpenst Remote Desktop Services B ntepner. [lnanupoBanue cpensl Remote
Desktop Services. Hactpoiika crieHapust HHPpacTpyKTypbl BUPTYAIbHBIX PA0OYNX CTOJIOB.
Hactpoiika cuenapusi noctyna Ha OCHOBE ceaHCOB. [IpoekTHpoBaHUE MOJUTHK ILIIO30B
RDS. Hacrpotika nutto308 RDS

9-10 |O630p BUpTyanuzauuu npoduis mnonb3oBatens. [InmanupoBanue BUpTyaln3auuu npoduis
nosib3oBarens. HacTpoiika mnepememaeMbix mnpoduiei, NepeHanpaBleHUsl MarnoK Hu
aBTOHOMHBIX (offline) daitnos. Peanuzanms BupTyanuzanuum paboThl MOJIb30BATENs OT
Microsoft (Microsoft User Experience Virtualization). [lnmanupoBanue BUpTyalIu3aluu
npo¢uis noab3oBarens. Peanuzanus BUpTyaIn3aluu NpoQuist mojib30BaTersl.

CamocrosiTejibHas padoTa 00y4yaruuxcst

Cucremaruyeckass mpopaboTKa KOHCHEKTOB 3aHATHH, Y4eOHOM M CIelMabHOM TEXHMYECKOH
autepaTypbl. KoHcmekTMpoBaHue TekcTa, paboTa CcO CIOBapsMH M CIIPaBOYHUKaMH,
03HaKOMJICHHE C HOPMATUBHBIMU JIOKYMEHTaMH, y4eOHO-HCCIIeI0BaTeNIbCKas paboTa Mpu caMmoM
HIMPOKOM Hcronb3oBanuu WHTepHera u apyrux IT-texnomoruit. IloaroroBka cooOuieHui K
BBICTYIIJICHHUIO Ha CEMUHapax U KOH(EpeHIUsX; MOAroToBKa pedeparos, 1oknanoB. [lonroroBka
K JIaOOpaTOpHBIM U MPAKTUYECKUM paboTaM C MCHOJb30BAHUEM METOJUYECKUX PEKOMEHIAIHi
npenojaBarens, opopmieHrne 1a00paTOPHO-TIPAKTHYECKUX paboT, OTUETOB U MOATOTOBKA K MX
3aIuUTe.
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Tema 2. Peanuzanus cpeapl
HACTOJIbHBIX MTPUIIOKEHUH.

Conep:kanue y4eOHOT0 MaTepuaJia

1

Omnpenenenue OuzHec-TpeOOBaHUM Ul pa3BepThiBaHUA NpuiioxkeHuil. O630p crpareruu
pa3BepThIBaHUS NpWIOKEHWH. Bpibop momxopsmiedl  crparerud  pa3BepPTHIBAHHS
PUIIOKESHUHN 115 ouca.

JluarHocTrka npo0saeM COBMECTUMOCTH MpuiioxkeHuid. OIeHKa U peain3aius peiieHui mo
BOCCTAaHOBJICHHIO. PermeHre TpoOJeMbl COBMECTUMOCTH C moMmoliblo  Application
Compatibility Toolkit. YcranoBka u Hactpoiika ACT. AHanu3 MOTEHIMAIBHBIX MPOOIEM
COBMECTHMMOCTH. Perienune npoOiIeM COBMECTHMMOCTH MPHUIOKEHUNA. ABTOMaTH3alMs
pa3BEePTHIBAHMS MPOTPAMMHBIX CPEJICTB 00ECIIEYCHUSI COBMECTUMOCTH (shims)

Pa3BepThiBaHME NPWIOKEHUH C€ TOMOIIBI TPYNHOBBIX IMOJUTUK. Pa3BepTbiBaHME
npuwiokeHuid ¢ momouslo Windows Intune. Pa3BepThiBaHHe NpUTIOKEHUI C MOMOIIBIO
IPYIIOBBIX MOJUTHK. 3amyck cumyisinui Windows Intune.

Konnenmuun pasBepteiBanus mnpuioxkeHuid ¢ momombio Configuration Manager 2012.
Pa3BeprhiBanne mnpunoxkenuii ¢ nomormibio Configuration Manager 2012. Coznanue
3anpocoB Configuration Manager 2012. Co3zanue KOJIJIEKIHMHA [10JIb30BaTeNel U yCTPOMCTB
Configuration Manager 2012.

Konmenmun ~ pa3BepThiBaHUS ~ camMoOOCIy)XHBaeMbIXx  mpuioxenuid.  Hacrtpoiika
camMo00CTyKHBaEMbIX MPUIIOKEHUN c Windows Intune. PasBepThiBaHUs
camooOcnykuBaembIx npuiokeHuit ¢ Configuration Manager 2012. PasepreiBanus
caMo00CITy>)KUBaeMbIX NpritokeHuid ¢ Service Manager 2012. ITogrotoska System Center
Configuration Manager 2012 nns nognepsxku Service Manager 2012 Self-Service Portal.
Hactpoiika  ServiceManager 2012  Self-ServicePortal. IIpoBepka Bo3MOXHOCTH
peI0CTaBIICHHsI MPUIIOKEHHH TTOJIb30BaTesiM ¢ omoripio Self-Service Portal.

Onenka TpeOOBaHUN BUpTyalu3aluu NpencTaBieHuid. [InmanupoBanue HMHQPPaCTPyKTyph
BUpTyalM3alluu NpeicTaBieHUl. Pa3BepThiBaHMe HMHPPACTPYKTypbl BUPTyaIHU3alUH
npenacraBieHuid.  Pa3BepThiBaHMe  MHQPACTPYKTYpbl  BBICOKOW  TOTOBHOCTH  JUIf
BUPTYaJIM3ALUU [TPEACTABICHUI

Omnpenenenne crpaTeruu NpEACTaBICHUN BHUPTyalW3allMd IPWIOKEHUHN. Pa3BepTeiBaHMe
yaasieHHoro pabodero crtoina, RemoteApp, m RD Web Access. Pa3sepTeiBanue
npwioxkeHnid Ha RD  Session Host. Hactpoiika u pa3BepTbIBaHHE NPUITIOKEHUI
RemoteApp. IIpoBepka BO3MOKHOCTH HCIIOJIb30BaHMS MpUIIOKeHui ¢ momoribio RD Web
Access.

O630p Mopnenel  BUpTyalnu3alMM  OpwiokeHuH. Pa3BepThiBaHHE  KOMIIOHEHTOB
MHPPACTPYKTYphl BUPTyalu3aluu TNpuiokeHui. HacTpoiika KIMEHTCKOW MOIIEPKKH
BUpTyalnu3auuu npwiokeHud. IlnanupoBanue pasBepTeiBanus App-V  ponedl u
KOMITOHEHTOB. Pa3BepThiBanne ungpactpykrypsl App-V. Hactpoiika kiuenta App-V
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9-10 |TToaroroBka MPUIIOKEHUH JIJIs1 BBITOJIHEHUS B cpene App-V. PazBepTeiBaHne NPHIIOKEHUI
App-V. VYcranoBka u HacTpoiika App-V Sequencer. I[loaroroBka NpMIIOKEHUH K
BupTyanu3anuu. PaspepreiBanue App-V npunoxkenuit ¢ mnomomsio Configuration
Manager.

CamocrosiTesibHass padoTa 00y4aKIIUXCH

Cucrematudeckasi mpopabOTKa KOHCIEKTOB 3aHATHH, Y4eOHOW W CHEIHMATbHOW TEXHUYECKOU
autepatypsl. KoHCmekTUpoBaHuMe TeKCTa, paboTa CcoO CJIOBapsMH M CIPaBOYHUKAMU,
03HAKOMJICHHE C HOPMATUBHBIMHU JJOKyMEHTaMH, y4eOHO-HUCCIIeIOBaTeNIbCKasi padoTa Mpu caMoM
HIMPOKOM Hucronb3oBanuu Wurtepuera u apyrux IT-rexnomoruid. IloaroroBka cooOuieHuit k
BBICTYIUICHHIO Ha CEMUHapax U KOoH(EepeHIHsIX; MOAroToBKa pedeparos, pokianos. [loaroroBka
K JIaOpaTOpHBIM U MPAKTUYECKUM paboTaM C MCIOJIb30BAHHEM METOAMYECKUX PEKOMEHJIAIui
npernoaaBarels, 0poOpMIICHHE JIA0OPATOPHO-TIPAKTUIECKUX PAOOT, OTUYETOB M MOATOTOBKA K HUX
3allNTe.

12

Hepeqenb MPAKTUYCCKUX U uaﬁopaTopnmx 3aHATHH

OHGHKa 1 ONIPCACJICHUC ITApaMCTPOB PA3BCPTHIBAHU A

[TnanupoBaHue cTpaTeruy yrpaBieHHs 00pazaMu

Hacrpoiika 6€30macHOCTH KIIMEHTCKUX CHCTEM

Hacrpoiika mmdposanus ¢aiinos ¢ nomouso EFS

IToxroroBka o6pasa u cpensl mpenycranoBku Y craHoBka Windows ADK

Cosnanue stanoHHoro obpasza ¢ nomoipto Windows SIM u Sysprep Coznanue ¢aitia orsetos ¢ nomouipio Windows SIM

Co3zanne u 00CITyKMBaHHUE dTAJIOHHOTO 00pasa

Hacrpoiika u ynpasienre Windows Deployment Services ITinanuposanue cpenst Windows Deployment Services

HJ'IaHI/II)OBaHI/Ie 1 pajinsanus MUTpaun MOJIb30BaTEIIbCKOM CpCabl

Mnrpam/m COCTOSAHHA ITOJIB30BATCIIA C CO3aHUEM KECTKHX CCBIJIOK

[InanupoBanue u pazeprbiBanne kaueHTCkux OC ¢ nomonipro MDT

IToaroroBka cpessl 1151 pa3BEPTHIBAHUS ONIEPAITMOHHON CHCTEMBI

Hcnons3zosanne MDT u Configuration Manager mst moarorosku Zero-Touch Installation

[TnanupoBanue u peanuzanus nHbpacTpykTypsl Remote Desktop Services

Pacimmpenue nocryna k Untepuer ans undpactpykrypsl RDS

Pa3BepTBIBaHI/Ie " NOAJICPIKKa BUPTYyAJIU3allun HpO(I)I/IJ'ISI IIOJIB30BaTECIA

[IpoexTupoBanue u peanuzaius HaisioBbIX CITyKO

Peanmuszanms Client Endpoint Protection Hactpoiika touku Endpoint Protection

Hactpoiika Data Protection i naHHBIX KIMEHTCKOTO KOMIIBIOTEPA

MOHUTOPHHT POU3BOAUTENBHOCTH U paboTOCOCOOHOCTH HHppacTpyKTyphl KiareHTckux OC Hactpoiika

48




MJIK.02.03 Opranu3anusi aIMUHHCTPHPOBAHUS KOMIbIOTEPHBIX CHCTEM.
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Tewma 1. IIpoektupoBanue u | Copepxanue yuefHOro MaTepHaJia

peanuzanus cepBepHoOii | 1
UHPPACTPYKTYPHI.

Pekomenpanuu mno anrpediny u murpanuu. Co3gaHue IUlaHa anrpeifa W MUTPaLUd
cepsepa. [lmaHnnpoBanue BUpTyanu3aluu.

Beibop monxopsimied crparerud co3jiaHus 00pa3oB cepBepa. BHeapeHue cTpareruu
ABTOMATHUYECKOTO Pa3BEPTHIBAHUS.

O630p aucnerdyepa BUpTyalnbHBIX MammH B System Center 2012 R2. Peanu3zanus
Ooubnmorek W TpodwiIei aUcHeTdyepa BHUPTYalNbHBIX MamuH. [lmaHupoBaHue W
pasBepThiBaHue ciy:x0 VMM.

[IpoexktupoBanue neca AD DS. IlpoektupoBanue u peanusanusi JOBEPUTEIbHBIX
OTHOIIECHUH MEXITY JIecamu. [IpoekTupoBaHue HWHTErPaliH ADDS c
WindowsAzureActiveDirectory. IlpoektupoBanue u co3manue gomerHoB AD  DS.
[IpoextupoBanue mnpoctpanctB umeH DNS B cpene AD DS. IlpoekrtupoBanue
JOBEpUTENbHBIX oTHOIIeHUT AD DS.

[InanupoBaHue AeNerupoOBaHUS aAMHUHUCTPATUBHBIX 3a1ad. [IpoekTupoBaHUE CTPYKTYPHI
noapaszaenenuit OU. [IpoexktupoBanue u BHeapenue crpareruu rpynn AD DS.

6-7

COoop Tpebyemoit wmHpOpMAIMKM JUISI  MPOCKTHPOBAHWS  TPYIIOBBIX  ITOJHTHK.
[IpoekTupoBanrie ¥ BHEIpPEHHE TPYNIMOBBIX MNOMUTUK. [IpoekTupoBanne 00pabOTKH
TPYNIOBBIX MOJIMTUK. [[TaHUpOBaHME yIIpaBICHUS TPYIITOBBIMH ITOJIUTHKAMH.

8-9

ITpoexTupoBanue u peanusanus caitoB Active Directory. IlpoekTrpoBaHue peniavkanuu
Active Directory. [IpoexkTupoBanue pa3MelieHUs] KOHTPOJIIIEPOB AOMeHa. Bupryanusanus
KOHTpPOJJIEpOB JOMeHA. [ IpoekTupoBaHne BEICOKOHM TOCTYTHOCTH KOHTPOJUIEPOB JOMEHA.

10-
11

[TnanupoBanue u BHeapenune iISCSI SAN. IlnanupoBanue u BHenpeHue Storage Spaces.
Ontumu3zanus GaiaoBbIX ciyk0 Ui GUIHaiIoB.

12-
13

O630p mpoektupoBaHus Oe3zomacHocTu ceTeil. [IpoekTnpoBaHMe U BHEIpEHHE
ucnonb3oBanuss Windows Firewall. IlpoexktupoBanue u BHeapeHHEe HH(PACTPYKTyph
NAP.

14-
15

[InanupoBanne u BHeapenue DirectAccess. IlmanupoBanue u BHeapeHue VPN.
[InanupoBanne u BHenpenne Web Application Proxy. IlmanupoBanue cioXHOM

UHPPACTPYKTYPHI YAAJIECHHOTO I0CTYIIA.
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CamocrosiTesibHasi padoTa 00y4a0IMxcst

Cucrematudeckasi mpopabOTKa KOHCIEKTOB 3aHATHH, Y4eOHOW W CHEIHMATbHOW TEXHUYECKOU
autepatypsl. KoHcmekTupoBaHue TekcTa, paboTa CcO CIOBapsMH M CIPaBOYHUKAMHU,
03HAKOMJICHHE C HOPMATUBHBIMHU JJOKyMEHTaMH, y4eOHO-HUCCIIeIOBATeNIbCKasi padoTa Mpu caMoM
IIUPOKOM HCTOJb30BaHnu MHTepHeTa n apyrux IT-texHomorwmii. IloaroroBka cooOmeHnit K
BBICTYIUICHHUIO Ha CEMUHapax U KoH(epeHIHsIX; MOAroToBKa pedepartos, moknanos. [loaroroka
K JIaDOpaTOpHBIM U MPAKTUYECKUM paboTaM C MCIOJIB30BAHHEM METOIMUYECKUX PEKOMEHIalui
npernoaaBarens, 0opopMICHHE JIA0OPATOPHO-TIPAKTUIECKUX PAOOT, OTUETOB M MOATOTOBKA K HUX
3allUTe.

Tema 2.

Peanuzauusa npoaBuHyTOM
CepBEPHOU
UH(GPACTPYKTYPBHIL.

Coaep:xanue yueOHOTro MaTepHaJia

1 0630p Ol npennpusitus. O630p komnoneHt SystemCenter 2012 R2

2 [InanupoBanue  pa3BepThIBaHMsS  JAMcCIIeTYepa  BUPTyalbHbIX  MammH — (VMM).
IInanupoBaHue U peanu3anus CEPBEPHON BUPTyAIU3aALUU.

3 [InanupoBaHue cuUCTEM XpaHEHMs ISl BUpTyalIn3aluu. Peanuszanus cucteM XpaHeHUs ISt
BUpTyanu3anuu. [lnanupoBaHume W peanu3anus CceTeBOM HMHQPPACTPYKTYpHl Ui
BUpTyam3anuu. [[manupoBanne u peann3anusi BUPTyaIn3aliu CeTH

4 [InanupoBaHue mnapaMeTpoB BHUPTYyaJdbHBIX MamMH. [loAroToBKa K pa3BepTHIBAHUIO
BUPTyaJIbHBIX MAalIMH C HCIHOJb30BaHWEM JUCHeTYepa BUPTyalbHBIX MamuH (VMM).
Pa3BepThIBaHME BUPTYalbHBIX MalIvH. [InanupoBanue u peanuszanus perwmku Hyper-V

5 [InanupoBaHue U peanu3anus aBTOMaTH3alUK ¢ Ucnoiab3oBanueM System Center 2012 R2.
[TnanupoBanne u peanusanus MicrosoftSystemCenterAdministration. IlnanupoBanue u
peamuzanus Self-Service ¢ ucnons3oBanueMm System Center 2012 R2. IInanupoBanue u
peayin3anysi yCTaHOBKM OOHOBJIEHUI B MHPPACTPYKType CEpPBEPHOM BUPTyaIu3alluu

6 [InanupoBanne  Monuropunra B Windows  Server 2012  R2.  O0630p
SystemCenterOperationsManager. ITinanupoBanre ¥ HaCTPOHKa KOMIIOHEHT MOHUTOPHHTA.
Hacrporika B3anmoneiicteus ¢ VMM

7 [InanupoBanune u peanm3anms Storage Spaces. [InanupoBanme u peanuzarmus DEFS.
IInanupoBanue u peanusauys NLB

8 [InanupoBanne  MHPPACTPYKTYpbl  OTKA30yCTOMYMBBIX  KjacTepoB.  BHeapeHue
OTKa30yCTOMUYMBOro kinacrepa. IlmanupoBanue u peanusanus CHCTEMBl YCTaHOBKHU
OOHOBJIGHHH Ui OTKa30yCTOMUYMBOrO Kjacrtepa. VIHTerpauus OTKa30yCTONYMBBIX
KJIaCTepOB M BUpTyanusanuu. llnaHnupoBaHue pacnpenenéHHbIX OTKAa30yCTONYMBBIX
KJIACTEPOB

30

K 2.1
[IK 2.2
K 2.3
I[IK 2.4
OK.01-OK.11




9 O0630p crparerun OecrniepeboitHOW paboThl. [lnaHupoBanwe W peanu3anus CTpaTerui
pe3epBHOTro KonupoBaHus. [ImanupoBanue u peanu3aius BOCCTaHOBICHU. [lnanupoBanue
W peayin3alivsi pe3epBHOTO KONMMPOBAHKS U BOCCTAHOBJICHUSI BUPTYAJIbHBIX MAIlIMH

10- |[InanupoBaHMe © pa3BepThIBAHHE YIOCTOBEPSAIONIMX LEHTpoB. [lnaHupoBanme u
11 |peanuszanus maGnoHOB ceptu¢ukaroB. [lnanupoBanue u peanus3anus BbJIAYW U OT3bIBA
ceptudukatoB. [ImanupoBanue u peannszanus apxuBaluyd ¥ BOCCTAHOBIICHHS KIIFOUYEH

12- |IInanupoBanue u peanu3sanus uHPpacTpykTypsl AD FS. [TnanupoBanue u peanmzaius AD
13 |FS Claim Providers u Relying Parties. IlnanupoBanue u peamuzanust AD FS Claims u
Claim Rules. [TnanupoBanue u peanuzamnust Web Application Proxy

CamocTosiTejibHast padoTa 00y4YarIuXxcst

Cucremaruyeckass IpopabOTKa KOHCHEKTOB 3aHATHM, y4eOHOW M cHelMaabHOH TEXHUYECKOH
autepatypbl. KoHcmekTupoBaHue TekcTa, paboTa CcO CJIOBapsMH M CIIPaBOYHUKAMU,
O3HAKOMJICHHE C HOPMATUBHBIMU JIOKYMEHTaMH, y4eOHO-HUCCIIeI0BaTeNIbCKas paboTa pu caMoM
HIMPOKOM Hcronb3oBaHuu WHTepHera u napyrux IT-texnomoruii. IloaroroBka cooOuieHuil k
BBICTYIIJICHUIO Ha CEMUHapax U KoH(epeHUusx; MOAroToBKa pedeparos, AokiIanoB. [loaroroska
K J17a0OpaTOPHBIM U MPAKTUYECKUM paboTaM ¢ MCHOJIB30BAHUEM METOAMYECKHX PEKOMEHIALNi
npenojanarens, opopmieHne 1a00paTOPHO-NIPAKTUYECKUX paboT, OTUETOB U MOATOTOBKA K MX
3aluTe.

ITepedyeHb NPaKTHYECKUX U J1A00PATOPHBIX 3aHATHI

OcymiecTBieHre KOHGUTYPUPOBAHUS TPOTPAMMHOTO 00ECIIeUeHHUs Ha cepBepax U pabounx CTaHITUSIX.
VYcTaHOBKa MpaB JOCTyNa U KOHTPOJIb UCIIOJIB30BAHUS CETEBBIX PECYPCOB.

AJMUHUCTPUPOBAHUE CEPBEPOB.

Pacuér cronmocTu ceTeBoro o60pya0BaHus U MPOrPaMMHOTO 0OecrieueHusl.

Perucrpanus nonp3oBareneil JIOKAIbHON CETH.

OcylecTBIeHHE aHTUBUPYCHON 3aIIUTHI.
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YuyeOHas NIpaKTHKA 108

Buasi pador:

1. HWHcTpykTaxk no TexHuke Oe3onacHOCTH. TpeOoBaHMs K TEXHUKE 0€30MacHOCTH Mpu padote ¢ o0opyaoBanueM. OTpabOTKa HABBIKOB

OKa3aHUs NepBOM MOMOLIY.

2. YcranoBka onepannonHoi cuctemsl Windows server 2012R2; YcranoBka poseid, Ciry:k0 1 KOMIIOHCHTOB;

3. Hacrpoiika cioyx0s1 kaTanoroB AD DS; Coznanue nons3zoBarteneid, rpymil nonb3oBaTeneit; Hactpoiika rpynmnoBbIX NOJIHTHK;

4. Hactpoiika DNS-cepBepa; Hactpoitka DHCP-cepBepa; Hactpoitka WEB-cepBepa; YcranoBka u Hactpoiika FTP-cepsepa;

5. YcranoBka u HacTpolika cepBepa 6a3-naHHbIX; HacTpoiika (aitnoBoro cepsepa;

6. Hacrpoiika cucTeMsl pe3epBHOIO KOIMTUPOBAHUS CHCTEMBI,

7. YcraHoBka u 0a30Bas HACTpOIiKa orepalMoOHHON cucteMbl Debian;

8. VYcranoBka u HacTpolKa IMPOTOKOJIA YIAIEHHOTO JTocTyma KoHconu SSH;

9. VYcranoeka u Hactpoiika WEB-cepBepa Apache2;

10. VYcranoBka u HacTpolika uHTepnpetaropa PHP;

11. VYcraHoBka U HacTpolKa cepBepa 0a3-IaHHBIX;

12. YcraHOoBKa M HaCTpOIKa KOHTpoJUIepa JOMeHOB Samba;

13. Ananu3 coOpaHHBIX MaTEPHAIOB M MOJrOTOBKA OTYETA.

IIpon3BoacTBeHHasi MPAKTHKA (110 MPOPUIIIO CIIEUATBHOCTH) 144

Buabi patdor:

1. MHCTpyKTax 1Mo TexHuke Oe3omacHocTy. TpeboBaHMs K TeXHUKE 0e30macHOCTH Npu padbote ¢ obopymoBanueM. OTpaboTKa HaBBEIKOB
OKa3aHUs IEPBOIl TOMOIIIH.

2. YcTaHOBKa Ha cepBephl U pad0vre CTAHIMN: ONIEPALMOHHBIE CUCTEMBI 1 HEOOXOJUMOE JUTs pabOThI IPOrpaMMHOE 00eCIIeYeHHE.

3. OcymiecTBieHne KOHOUTYPHPOBAHUS MTPOTPAMMHOT0 OOECTIeYeH S Ha CepBepax U padovnX CTAHIIUSX.

4. Tloanmepxka B pabOTOCIIOCOOHOM COCTOSTHUM MPOrpaMMHOE 00eCIIeUeHHE CEPBEPOB U paOOUYMX CTAHITUH.

5. Peructpanms nonp3oBaTeneil JJOKAILHOW CETH M IOYTOBOTO cepBepa, HazHayaeT UICHTU(OUKATOPEI U TAPOJIH.

6. YcraHOBKa IpaB I0CTYIa M KOHTPOJIb UCIIOJIb30BAHMUS CETEBBIX PECYPCOB.

7. ObecnieueHre CBOEBPEMEHHOTO KOITMPOBAHMSI, ApXHUBUPOBAHHS U PE3CPBUPOBAHNS TaHHBIX.

8. [lpunsTHe Mep 10 BOCCTAHOBJICHUIO PA0OTOCIIOCOOHOCTH JIOKAIBHOMN CETH IPU COOSIX MIIM BBIXOJIE U3 CTPOS CETEBOTO 000PYI0BaHUSI.

9. BruiBneHne ommOOK MOJIB30BaTEICH M IPOrPAMMHOTO 00ECIICUSHUS U TIPHHSATHE MEP 10 UX UCIIPABICHHIO.

10.IIpoBeneHre MOHUTOPUHTA CETH, pa3padaThIBaTh NPEATIOKEHHUS 110 Pa3BUTHIO HHYPACTPYKTYPHI CETH.

11.006ecrnieueHre ceTeBoi 0€30MaCHOCTH (3aAIMMTY OT HECAHKIIMOHHUPOBAHHOIO JOCTYyIa K MH(OPMAIIMH, MPOCMOTpPA WIIM HW3MEHEHUS
CHCTEMHBIX (aiiyIoB U TaHHBIX ), 0€30IaCHOCTh MEKCETEBOI'0 B3aMMOIEHCTBUSI.

12.OcymuiecTBneHrE aHTUBUPYCHOM 3aIIUTHI JIOKAJIBHOM BEIYUCIUTEIBHON CETH, CEPBEPOB U pabOUMX CTaHLHH.

13.Yuactue B pa3paboTKe METOAOB, CPEACTB U TEXHOJIOTHI MPUMEHEHHS 00BEKTOB MPOPECCHOHATBHOMN NeITeTbHOCTH.

14.TIpoBenenune npohUITaKTUIECKUX paOOT Ha 0OBEKTaX ceTeBONH HMHOPACTPYKTYPhI H PA0OYHX CTAHIIUSX.

15.Y4acTie B MHBEHTApU3aLMHU TEXHUUECKUX CPEICTB CETEBOM MH(PACTPYKTYPBL, OCYLIECTBICHUE KOHTPOJISI TIOCTYIIMBLIETO U3 PEMOHTA
000pyIOBaHUSL.

16.AnHanu3 cOOpaHHBIX MaTEPHAJIOB M MOJITOTOBKA OTYETA.

IK3aMeH (KBAJIUPUKATMOHHBII) 18




4. YCJIOBUSA PEAINBALIIMU TPOPECCUOHAJIBHOTI'O MOAYJIA

4.1. MarepuajbHO-TeXHUYECKOe o0ecnedyeHue NpogecCHOHAIBHOT0 MOTYJIA
IIM.02 Opranusanus ceTeBoro aIMMHNUCTPUPOBAHUSA

Peanu3anus npodeccruonaabHOro MOy TpeOyeT Hamuuus yueOHbIX KaOMHETOB:
A) KaOuner ungopmatukmn.

OcHanieHHOCTh Y4eOHOro KabuHeTa:

Kommext mebenu 1151 yueOHOTro mpoliecca

MyneTuMenniiHoe  000pylOBaHUE:  MEPCOHANbHBIE  KOMMbIOTEpHl — 12
IT.(MOAKIIOYEHHBIE K JIOKAIBHON BBIUMCIUTENBHON ceTH U ceTu «MHTepHeT»): 1K
3 - ICL RAY S5902.3, monutop ViewSonic VA2038W-LED; monutop 19"
ViewSonic TFT 19" VA916; cucrememusiii 0Onok  P-Athlon64 X2
6000/1024*2M6/320 Gb/ xnaBuarypa/mbiib/koBpuk; ckanep MUSTEK Bear Paw
2400; mnpuatep Canon LBP-1120; mnpoektop wMynsTuMenuitHbiii —Hitachi;
KaJIbKYJISITOPHI.

CpenctBa oOyudeHus: ydeOHasi JIOCKa, CIIPABOYHbBIE IMOCOOMS M IUAAKTHYECKHM
maTepuai, Meauareka (MyJlbTHUMeIua pa3paboTKM M NPE3eHTAluu K ypoKam),
JKpaH.

b) JlagopaTopusi opraHM3aldd M NPUHIMIOB MOCTPOECHHSI KOMIBITEPHBIX
CHCTEM.

KommiexT meOenu 1t yaeOHOTo npoiiecca.

Mynerumenuitnoe obopynoBanue: kommbetotepbl — 28 mr.: [IK RAMEC GALE
LCD LG 23"/Intel i5 4590/MSI B85M-E45/2x4DDR3/GT740 2Gb/500Gb/kxnas,
Mmbib;, [TIK S404,2 400W/Intel Core 13 540/xnaB.,Mpimb,Mouut. 21,5" VA2248-
LED; IIK ICL RAY S902.1, xnaBuart., Mblib, MoHuTOp ViewSonic 22" VA2232W-
LED; npuntep Canon LBP 1120; npoexkrop mynsrumenniiasiii Hitachi CP-EX250;
npoekTop MynbtuMmenuiiabiii Hitachi CP-EX251N.

CpencrtBa o0yueHus: uctoyHuk Oecnepeboiinoro mnutanus APC Smart-UPS
1000VA; xommytatop Cisco Catalyst 2960; kommyTarop Trend Net N-Way Switch
TEG S160TX; xommytatop WS-C2960-48TT ¢ xonBepropom; kommytatop JIBC;
kommyTtaTop Cisco Catalyst WS-C2960; IP- Bumeoxamepa Nikvision, 2 miT.;
nporpaMMHoO-TexHuueckuii komiuieke WS-C2960-48TS ¢ ycraHoOBieH. mporpam.
obecrieuenueM; Ttouka goctyna CISCO CAP 26021-R-K9; nocka wmapkepHas
120x240 cm

IlepeyeHb JMLEH3MOHHOTO MPOTPAMMHOI0 00ecneYeHus :

1C: Hoxymentoobopor 8 KOPII (mumensus Ne75027601); 1C: Ilpennpusarue 8.
Kommnekr mns oOyuenust (nmuuensusi Ne8922961); Microsoft Access (murieH3us
NeIM123460); Microsoft Office Standard (mumensust Ne66059532 OPEN
96044930ZZE1711); Microsoft Project Professional (mumensust NelM123460);
Microsoft Visio Professional (yumensust NelM123460); Microsoft Visual Studio
Enterprise (nmunensust NeIM123460); Microsoft Windows Enterprise (nuieH3us
NeIM123460); xomruiekt I'APAHT—Macrtep (nunensus Nel2-40272-000898);
Arentr Dr.Web (munensus Ne QS34-HC/7C-SD53-K5L2); xommekt IO s
pelIeHnsl OCHOBHBIX MOJIB30BATENBCKUX 3a7au (cBoOoaHO pacmp. [10); CnpaBouyHas
npaBoBasi cucrema «KoncynapranT Ilmroc»  (koHTpakT Ne2023 CB 3 ot
29.12.2022r)




B) IloaMroH TeXHHYECKOr0 KOHTPOJASA M  JMATHOCTHUKHM  CeTeBOil
HH(PACTPYKTYPBHI.

Kommext mebenu 1151 yueOHOro mporecca.

MynsTumennitnoe obopynoBanue: kommnbsiotepsl — 15 mT.: TIK S404,2 400W/Intel
Core 13 540/xnaB., MpImb, MoHUT. 21,5" VA2248-LED.

CpenctBa obyuenus: konauimonep Haier HSU-12RDO03; Touka mocryma CISCO
AIR- CAP 16021-R-K9 ¢ ycTaHOBJIEHHBIM IIPOTpaMMHBIM 00ECIIEUCHHEM, IKPaH.
IlepeyeHb JUIEH3MOHHOTO MPOTPAMMHOI0 00eceYeHusI:

1C: Ipenmpusitue 8. Kommuiekt miust oOyuenus (mmensust Ne§922961); Microsoft
Access (mumensus NelM123460); Microsoft Office Standard (munen3us
Ne66059532 OPEN 96044930ZZE1711); Microsoft Project Professional (nunen3us
NeIM123460); Microsoft Visio Professional (nmunensus NeIM123460); Microsoft
Visual Studio Enterprise (nuuensus NelM123460); Microsoft Windows Enterprise
(nmuuenszust NeIM123460); Arena (peructpanus Ha caite); Powersim Studio 9
(munensust NePSSTUDIO-101992-XNF70); Project Expert 7.55 Tutorial (surieH3ust
Ne20761N); xomriekt TAPAHT—Mactep (nmunensus Nel12-40272-000898); Arent
Dr.Web (mumensus Ne QS34-HC7C-SD53-K5L2); xommutekt 1O mis perre-Hus
OCHOBHBIX T0JI30BaTENbCKUX 3a1a4 (cB0O0HO pactp. [10); CnpaBouHasi mpaBoBast
cucremMa «Kouncynprant Ilmoc» (konTpakt Ne2023 CB 3 ot 29.12.2022r);
[Iporpammusbii  kommuieke "Kom-mbtorepHas nenoBas wurpa "BU3HEC-KYPC:
Maxcumym. Bepcust 1" (uniensust NebK-M1-KOJI-1168).

I') JIabopaTopus 3Kkcmyatanum 00beKTOB CeTeBO HH(PPACTPYKTYPHI.
KommiexT meOenu 11t yaeOHOTo npoiiecca.

Mynbrumenuitnoe o6opynoBanue: kommnbeiotepbl- 15 mt: RAMEC STORM Custom
17-3770K/8T'b/ mouutop LCD 21.5", xmaBuar., meimb, 15 mr.; I1IK Intel Core
I7/IGA-Z77-D3H/DDRIII 8Gh/500Gb SATA 1I/INWIN ATX-450, monutop BenQ
G2450HM, «xnaB, wmbmbs, 3 mr.; IIK Intel Core 17/GA-Z77-D3H/DDRIII
8Gb/500Gb SATAIII/INWIN EARO003, monutop 24" BenQ G2450HM,kinaB,
Mmeib, 2 mr.; ITK P212.4 675W/Intel Core i7-2600/x1, wmbims, MoH. Ben Q
EW2430, 2 mr.

CpenctBa oOydYeHHMs: aHAJIM3ATOp JMHEWHbIX KommyHukauui YJIAH-2; nocka
mapkepHast 100*200cm; BIT UPS 1100VA, 7 wirt.; kommyTatop D-Link DES-3200-
28, 8 mr.; kommyrtarop D-Link DES-3810-28, 2 miT.; KOMMyTaTop; KOMILIEKC
samuThl nHGopMmanuu Secret Disk 4.0; Kommnekc 3amutsl nHdopmanuu Secret Net
5.0, 2 wr.; HenuHedHbli gokatop SEL SP-61/M  "Karpan"; mnpoekrtop
mynbTuMenuiiHbId - Hitachi CP-X1250-+pa3BeTBuTeNh BHACOCUTHANA, CHCTEMa
BUOpoakycTuuecko 3amuthl "CoHata-AB"; cuctema BUOPOAaKyCTUUECKON.3aIIUTHI
"Conata-PC2"; CIUITUT-CUCTEMA (HaMmoOJBHO-TIOTOJIOYHBIN KOHJUIIMOHED)
GeneralClimate CF24HRN1/GU24HRNI1; cpencrBa orpaHuyeHus: JIOCTyma K
kommbioTepy AIIMJI3 "KPUIITOH-3AMOK/E", 3 mT.; »KpaH HAacTCHHBIN
200*200cMm Braun Roll Vision;

IlepeyeHb JUIEH3MOHHOTO MPOTPAMMHOI0 00eceYeHus :

Microsoft Access (munen3ust NeIM123460); Microsoft Office Standard (munien3us
Ne66059532 OPEN 96044930ZZE1711); Microsoft Project Professional (nuuen3us
NelM123460); Microsoft Visio Professional (numensust NelM123460); Microsoft
Visual Studio Enterprise (nuuen3us NeIM123460); Microsoft Windows Enterprise




(mumensust NelM123460); xommnekt TAPAHT—Mactep (mumensus Nel2-40272—
000898); Arent Dr.Web (nmunensus Ne QS34-HC7C-SD53-K5L2); kommiekt 110
JUIsl pEeIlIeHHs OCHOBHBIX TIOJIb30BaTeNIbCcKUX 3amady (cBoboano pacmop. [10);
CnpaBounas npaBoBasi cuctema "KouncynbranT Ilmoc" (morosop Ne JICB 1801 ot
27.12.2018r; 1C:Ilpenmpusitue 8. Kommuiekt musg  oOydeHHs.  (JTUIECH3HS
Ne8922961); Ilporpammubiii komiuieke "KommbiorepHas nenosas urpa "BU3HEC-
KYPC: MakcumyM. Bepcus 1" (muuensusa NebK-M1-CET-1169); Cmera-barupa 5.0
(munens3ust Ne5451).

JIoroBopbI 0 NPAKTHYECKON MOATOTOBKE:

— AO «Mapuiickuii MalIMHOCTPOUTENbHBIN 3aBoa» JloroBop Ne 1/2021 ot
01.02.2021 — 6eccpOUHBIii.

—  ®umuan [TAO «Poctenexkom» B Pecriyonuke Mapuit 91 Jorosop Ne 83/2021 ot
27.01.2021 — 6eccpouHBIH.

4.2. UudopmannoHHoe odecnedeHue mnpodeccuoHanbHoro moayas I[1IM.02
Opranuszanus ceTeBOro aAMUHUCTPUPOBAHUS
OcHOBHas U JONOJHUTEIbHAS JIUTEPATYpa

Ne Kommuecto

n/n . 9K3EMIUISIPOB,
Cnucok ucnob3yeMon JIUTepaTyphbl
UMEIOUINXCS B

(neuammuvie uzoanusi, s1ekmponnsie U30anus 3a NOcieoHue 5 iem) S —
>

cceutka Ha DbC

OCHOBHAZ JIUTEPATYPA

1 |bapanuuxkoB, A.M. OpraHuzanuss CETEBOro aJMUHUCTPUPOBAHMUS: | DJIEKTPOHHBIN
yuebnuk / A.W. bapanunkos, II.A. bapanuukos, A.}O. I'pomos, O.A. pecypc
JlomreBa. — Mocksa : KYPC : UIHOPA-M, 2020. — 384 c. - ISBN 978-
5-906818-34-8. - Texkcr: JIEKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1069157

2 | TenraiikuHs, E. A. Okcmtyaranus 00BEKTOB CETEBOIrO | OJIEKTPOHHBIN
aJMMUHHCTPUPOBAHUSI. be3zomnacHocTh (GYHKIIMOHUPOBAHUS pecypc

UHPOPMALMOHHBIX cucTeM. JlabopaTtopHble paboOTHl : ydeOHOe mocolue
st crio / E. A. Tenraiikun. — Cankrt-IletepOypr : Jlans, 2022. — 80 c.
— ISBN 978-5-8114-8692-2. — Tekcr: snekrtponHslii / Jlanp
AJIIEKTPOHHO-OMOIMOTEUHAS cucTema. — URL:
https://e.lanbook.com/book/197546

JOITOJIHUTEJIbHASA JIMTEPATYPA

1 |KypaBaeB, A. E. KoprnopartuBHble HH(OpPMaLMOHHBIE CHCTEMBI. | DJIEKTPOHHBIN
AJIMUHUCTPUPOBAHUE CETEBOTO JOMEHA : yueOHoe mocodue /st cmo / A. pecypc

E. Xypasnes, A. B. Makmanos, JI. H. TeiHIBIKAPE. — 2-€ U31., CTEP. —
Cankr-IlerepOypr : Jlanp, 2021. — 172 c. — ISBN 978-5-8114-8417-
1. — Texkcrt : anexTpoHHbI // JlaHb : 37€KTPOHHO-OMOIMOTEYHAs CUCTEMA.
— URL.: https://e.lanbook.com/book/176675

2 | dsataos, II. A. TIpUHIHITEI TTOCTPOCHUS W OPTaHU3AIMsI KOMIBIOTEPHBIX | DJIEKTPOHHBIN
cereit: yuebnoe mocobue / II. A. [satnoB; FOxub (enepanbHbIii pecypc
yHuBepcuteT. - Pocro-Ha-Jlony ; Taranpor : MznmarensctBo HOxHOrO
dbenepanpHOTO YHUBEpcuTeTa, 2022. - 127 ¢. - ISBN 978-5-9275-4109-6. -
Tekcr: 3JIEKTPOHHBIM. - URL:
https://znanium.com/catalog/product/2057607



https://znanium.com/catalog/product/1069157
https://e.lanbook.com/book/197546
https://e.lanbook.com/book/176675
https://znanium.com/catalog/product/2057607

5. KOHTPOJIb U OLEHKA PE3YJbBTATOB OCBOEHUS
MNPOPECCHUOHAJIBHOI'O MOAYJIsL

KoHTponb u oOlleHKa pe3ylbTaTOB OCBOCHUS MPOQPECCHOHATBHOIO MOIYJIS
OCYIIECTBIISIETCS MpEnoaBaTeieM B (popMe TEKYIIero KOHTPOJS YCIEeBAaeMOCTH H
MIPOMEKYTOUYHOHN aTTeCTAINH.

[IpoMexyTouHass  aTTecTalus HMMEEeT IENbI0  ONPENCIUTh  CTCTICHb
JOCTHKCHHSI 3aINIAHUPOBAHHBIX PE3YyIhTaTOB OOYUYEHHUS MO MPOPECCHOHATHLHOMY
MOIymo 3a rmepuos oOydeHus. Dopma MPOMEKYTOUHOW aTTECTAllMH -
nuddepeHIIMpOBaHHBIN 3a4eT, 3K3aMeH (KBaTM(pUKAIMOHHBIN).

Texymuii KOHTPOJIb YCTIEBAEMOCTH OCYIIECTBISIETCS B MTPOIIECCE MTPOBEICHUS
NPAaKTHYECKUX 3aHATHA W JIaOopaTOpHBIX paboT, oOecreynBacT OICHUBAHHUE XO7a
OCBOCHUS MOJTYJIS.

@DopMBI TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH: TECTUPOBAHUE, YCTHBIN OIpPOC,
JTOKJIa Ibl, BBHITIOJTHCHUE MPAKTUYECKHUX u 71a060paTOPHBIX pabor.



Ne

HanmenoBanue TeMbI

Kon hopmupyemoit
KOMIIETCHITHH

Pesynbrarel 00y4yeHus no npodecCuoHaIbHOMY MOIYJIIIO

YMETb

3HaTb

@OpMBI KOHTPOJIA

MJK.02.01 ATMUHHCTPUPOBAHNE CeTEeBbIX ONEPANMOHHBIX CHCTEM.

1. | Tema 1. YcranoBka u K 2.1 — TPOEKTHPOBaTh | — OOIIHWE NPUHIHUIBI MOCTpoeHus | TeKymui KOHTPOJIb
Hactpoiika Windows Server IIK 2.2 JIOKAJIbHYIO CeTh, | CEeTeH, CETEBBIX TOIOJIOrHiL, | menarora B GopMe OLIEHKU
2012 R2. K 2.3 BLIOMPATH  CETEBBLIE | MHOTOCIOMHOM MOJIEIN OS], | peuienns 3amad, 3aIlUTHL

I[IK 2.4 TOTIOJIOTHH; TpeOOBaHMH K  KOMIILIOTEPHBIM | 1a0OPaTOPHBIX pabor.
OK.01-OK.11 —  HCIOJIB30BaTh CCTIM, Hroropsrit KOHTpPOJIb B

2. | Tema 2. IIK 2.1 MHOTO(QYHKIIMOHAIb | — aApXUTEKTYPY npoToKonoB, | Popme dKk3ameHa
AJMUHUCTPUPOBaHHE K 2.2 HBbIE NpUOOPH! | CTAHAAPTH3AIMKM  ceTel, »Tamnos | (KBAIM(UKAIMOHHOTO).
Windows Server 2012 R2. IK 2.3 MOHHMTOPHUHTA, IPOEKTHPOBAHHMS CETEBOI

IK 2.4 POrPAMMHO- HHPPACTPYKTYPHI;
OK.01-OK.11 anraparHble — 0a30BbIC IPOTOKOJIBI u
cpeacraa TEXHOJIOTHH JOKAJBbHBIX CETEH;
TEXHU1CECKOTO —  TIIpUHIUIIBI MIOCTPOCHUS
KOHTPOJIA BBICOKOCKOPOCTHBIX JIOKQJIBHBIX
JIOKAJIbHOM CeTH. ceTeii;

3. | Tema 3. OcHoBsl Linux. I[IK 2.1 - CTaHJapThl KaOejlef, OCHOBHEIE
IK 2.2 BH/IBI KOMMYHHKAITHOHHBIX
1K 2.3 YCTPOMCTB, TEPMHUHOB, IIOHATHH,
1K 2.4 CTaH/IaPTOB M THUIIOBBIX JJICMECHTOB

OK.0I-OK.110K 11 CTPYKTYPHPOBAHHOM KaOeNbHOI
CUCTEMBEI.

MJIK.02.02 IIporpaMMHoOe o0ecrniedeHre KOMIIBIOTEPHBIX CETEH.

4. | Tema 1. IIpoexktupoBanue u [IK 2.1 — IPOEKTHPOBaTh | — OOIIME MPUHIUIBI MOCTpoeHus | TeKyiui KOHTPOJIb
peanusanys cepBepHON K 2.2 JIOKAJIbHYIO CeTh, | CeTel, CETEBLIX TOIOJIOTHH, | learora B (popMe OICHKH
UH(PPACTPYKTYypPHI. K 2.3 BBIOMpATh  CETEBBIE | MHOTOCIOMHOMN MOJIEITH OS], | peuienust 3aaay, 3aIIUThI

[IK 2.4 TOIIOJIOTHH; TpebOBaHMH K  KOMIILIOTEPHBIM | 1a0OPaTOPHBIX pabor.
OK.0I-OK.110K 11 HCIIOJIb30BaTh CEeTAM; HToroBelii KOHTpOJIb B
MHOTO(QYHKIMOHANb | —  apXUTEKTyPy npoToKooB, | popme dk3amena
HbIE npubopsl | cTaHmapTH3amuu  ceTeif, odTanos | (KBAIM(HUKAIMOHHOTO).
MOHHTOPHHTA, MIPOEKTUPOBAHHUS ceTeBoM
MIPOrPAMMHO- UHPPACTPYKTYPHI;




armapaTHbIC
cpeiacTBa
TEXHUYECKOIO
KOHTPOJIA
JIOKAJIbHOM CETH.

— 0a3oBble IIPOTOKOJIBI u
TEXHOJIOTMH JIOKAJIbHBIX CETEeH;

—  TPUHIUIIBI MOCTPOEHUS
BBICOKOCKOPOCTHBIX JIOKaJIbHBIX
CeTeH;

- CcTraHjgapTel KabOened, OCHOBHBIC
BU/IbI KOMMYHUKAI[MOHHBIX
YCTPOMCTB, TEPMHHOB, ITOHATHH,
CTaHJApTOB M THUIIOBBIX 3JIEMEHTOB
CTPYKTYPUPOBAHHOU KabenpHOU
CUCTEMBI.

M/K.02.03 Opranu3zanus aAMMHHUCTPUPOBAHUS KOMIILIOTEPHBIX CHCTEM.

5. | Tema 1. [IpoexktupoBanue u [IK 2.1
peanuzanus cepBepHOM K 2.2
UHPPACTPYKTYPHI. 1K 2.3

IIK 2.4
OK.01-OK.110K 11

6. | Tema 2. Peanu3zanus IIK 2.1
IIPOJIBUHYTOM CEpBEPHOM K 2.2
UH(PACTPYKTYPBHIL. IIK 2.3

[IK 2.4

OK.01-OK.110K 11

—  TPOEKTHPOBATH
JIOKAJIbHYIO CeTb,
BbIOMpPATh  CETEBbIE
TOTIOJIOTUH;
UCIOJIb30BaTh
MHOTO(YHKIIMOHAJIb
HBIE npudopbI
MOHHUTOPHHTA,
IpPOTrpaMMHO-
amraparHble
CpeacTBa
TEXHUYECKOTO
KOHTPOJIS
JIOKAJIBHOM CETH.

— 0o0lue TPUHIUIBI MTOCTPOCHUS
CeTeH, CETEBBIX TOIIOJIOT UM,
MHOT'OCIIOMHON MOJICIIN OSI,
TpeOOBaHUII K  KOMIIBIOTEPHBIM
CeTSIM;

—  apXUTEKTYypy
CTaHJapTU3AIUU
MPOEKTUPOBAHUS
UH(QPaACTPYKTYPHI;
— 0a30BbIE MIPOTOKOJIBI u
TEXHOJIOTHH JIOKAJIBHBIX CETCH;

—  TIPUHITUIIBI MOCTPOEHUS
BBICOKOCKOPOCTHBIX JIOKAJIbHBIX
ceTei;

- cTaHgapTel Kabenel, OCHOBHBIC
BU/IBI KOMMYHUKAIIMOHHBIX
YCTPOWMCTB, TEPMHHOB, IOHATHIA,
CTaHJApTOB U THUIOBBIX 3JIEMEHTOB
CTPYKTYPUPOBAHHOM KabenpHOI
CHCTEMBI.

MPOTOKOJIOB,
ceTeil, DTamoB
ceTeBou

Texymmun KOHTPOJIb
nejarora B (popMe OLIEHKU
peuieHus 3anad, 3aluThbl

J1a00paTOPHBIX pador.
HUtoroBeiii  KOHTpOJb B
dbopme rK3ameHa
(KBaM(UKALMOHHOTO).




Kpurepuun ouneHuBaHusl pe3yJbTATOB 00y4eHHS MO NPOodeccCHOHATIBLHOMY
MOJIYJII0, IIKAJIa OLCHUBAHMS

Kpurepun orieHUBaHUA:

- YCBOEHHE MPOrPAaMMHOTO TEOPETHYECKOTO MaTepuayia (00beM 3HaHWH, riyOnHa
YCBOEHUS);

- YMEHHE M3jaraTh NpOrpaMMHBIA Marepuaj (4eTKOCTh, TPAMOTHOCTb H3JIOKEHUS
MaTrepuralia, TOYHOCTh M MOJIHOTa BOCIIPOU3BEACHUS YICOHOTO MaTepHraa);

- YMEHUE NPUMEHATh TEOPETUUECKUE 3HAHUS Ha MPAKTHUKE.

II1xana ollcHUBaHUS:

Pesynbrathl cllauu nuddepeHInpoOBaHHOTO 3a4yeTa, 9K3aMeHa
(kBaMM(UKAITMOHHOTO)  OLICHMBAIOTCSA IO IIKAIE  «OTJIMYHO», «XOPOIIOY,
«YyJIOBJIETBOPUTEIILHOY, «HEYIOBJIECTBOPUTEIIHLHOY.

OreHKa «OTJIMYHO» BBICTABIISICTCS OOYYAIOMIEMYCs, KOTOPBIA TJIIYOOKO W
MPOYHO YCBOWJI MPOTPaMMHBIA MaTepuall, MPOSABISAECT 3HAHUEC OCHOBHOW W
JOTIOJTHUTEIIBHOM JINTEPATYPbI, TPAMOTHO, JJOTHYECKH CTPOMHO U ApTYMEHTUPOBAHO
W3JaraeT MaTepuall, JaeT UCUEPIIBIBAIOIINE OTBETHI HA MOCTABJICHHBIE BOMPOCH. B
OTBETE TECHO YBSI3bIBACTCS TEOPUS C MPAKTUKOM, MPU 3TOM OOyYarolMiics He
3aTPYJHSAETCS C OTBETOM IPU BUIOM3MEHEHUHU 3aJIaHMsl, CBOOOJHO CHPABISETCS C
MPAKTUYECKUMHU 33/ IaHUSIMU.

OlleHKa «XOpOIIO» BBICTABISICTCS OOydYaromemycsi, TBEpPAO 3HAKIIEMY
MPOrPpaMMHBIM MAaTepUaJl, KOTOPbIM H3JIaracT €ro rpaMOTHO W II0 CYIIECTBY, HE
JIOIYCKAET CYIIECTBEHHBIX HETOYHOCTEM B OTBETE HA BOIPOC, MPABUIBHO
IIPUMEHSIET TEOPETUYECKUE IMOJIOKEHUS TIPU PEIICHUU TMPAKTUYECKHUX BOIPOCOB M
3aJ1a4, HE UCMBITHIBACT 3aTPYJIHEHUM C OTBETAMHU Ha BOIPOCHI.

OlleHKa «yJIOBJICTBOPUTEIIPHO» BBICTABISAETCA OOYydYaroNIEeMycCsl, KOTOPBIi
MMEET 3HAHUS TOJIBKO OCHOBHOIO Marepuana, HO HE YCBOWJI €ro JeTaliei,
JOMYyCKAaeT HETOYHOCTH, HEJOCTATOYHO MPaBWIbHBIE (DOPMYIUPOBKHU, UCIBITHIBACT
3aTPyJHEHUS TIPU BBITIOJIHEHUHU IPAKTUUECKUX paboT.

O1neHKa «HEYJIOBJIETBOPUTEIIBHO» BBICTABISACTCS OOydYaroleMycs, KOTOPBI He
3HAET 3HAYUTEIBLHOW YaCTH MPOTPAMMHOIO MaTepuasa, JI0MyCKaeT CYIIECTBEHHbIC
OIMOKH, HEYBEPEHHO, C OOJBIIUMH 3aTPYJHECHUSIMU BBIMIOJHSIET MPAKTUYECKUE
paboTHI.




JlonoTHeHHUs M U3MEHeHHs K padoyeil mporpaMmMe Ha y4eOHbIN roj

JlonoyiHeHUST ¥ U3MEHEHUsI K paboueii mporpamme Ha 2024-2025 y4eOHBIN TOT
no  mpodeccuonampHoMy — moxaymo  [IM.02 OpraHu3aiusi  CeTeBOro
aJIMUHUCTPUPOBAHUS: B pa3zied Y CIOBUS peaan3aiyl npodeccuoHaIbHOTO MOMYIIS
(mynkT MHpOpManmonHoe obecriedeHre MPO(ECCHOHAILHOTO MOJYJISI) BHECEHBI
M3MEHEHHUS B COUCOK OCHOBHOM U JIONOJHUTEIBHOU JTUTEPATYPBI.

JlomonHeHus: 1 U3MEHEHHUs B paboyeil mporpaMMe 0O0CYKIACHBI Ha 3aCeIaHUH
[NIK nHpOpMAIMOHHBIX TEXHOJIOTHH.

«30» aBrycra 2024r. (mpoTtokos Ne 1)

[Mpencenarens ITLK / M./ﬁ /JI..Jloruuosa/
/



